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Atlassian

Official Atlassian Security Advisories

Title Date Vulnerability CVE Product

RCE Vulnerability in Out-of-Date Versions of 
Confluence Data Center and Server

16 
Jan 
2024 

critical CVE-2023-22527
Confluence Data Center
Confluence Server

RCE Vulnerabilities Identified in Multiple Products 
2023-12-06

06 
Dec 
2023 

Critical CVE-2022-1471, CVE-
2023-22522, CVE-
2023-22524, CVE-
2023-22523

Atlassian Server and Data 
Center

Confluence Data Center 
and Server
Jira Software Data Center 
and Server
Jira Service Management 
Data Center and Server
Jira Core Data Center and 
Server
Bitbucket Data Center and 
Server

Atlassian Server and Data 
Center 3rd-party Apps

Confluence Cloud Migration 
App (CCMA)
Automation for Jira (A4J) 
app (including Server Lite 
edition)
Assets Discovery (stand-
alone app)

Atlassian Cloud

Assets Discovery (stand-
alone app)

Improper Authorization Vulnerability In Confluence 
Data Center and Confluence Server

30 
Oct 
2023 

critical CVE-2023-22518 Confluence Server and Data 
Center

XXE (XML External Entity Injection) Vulnerability In 
Jira Service Management Data Center and Jira 
Service Management Server

17 
Oct 
2023 

high (8.4) CVE-2019-13990
Jira Service Management 
Data Center
Jira Service Management 
Server

Confluence Security Advisory 2023-10-04 - Privilege 
Escalation Vulnerability

04 
Oct 
2023 

Critical CVE-2023-22515 Confluence Data Center and 
Server

 Atlassian Cloud Instances 
are not affected
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Multiple Products Security Advisory 2023-02-15 15 
Feb 
2023 

Critical CVE-2022-41903 
CVE-2022-23521 Bitbucket Server and Data 

Center
Bamboo Server and Data 
Center
Fisheye
Crucible
Sourcetree

 Atlassian Cloud sites are 
not affected.

Jira Service Management Server and Data Center 
Security Advisory 2023-02-01

01 
Feb 
2023 

Critical CVE-2023-22501
Jira Service Management 
Server
Jira Service Management 
Data Center

Bitbucket Server and Data Center Security Advisory 
2022-08-24

24 
Aug 
2022 

Critical CVE-2022-36804
Bitbucket Server
Bitbucket Data Center

Multiple Products Security Advisory 2022-07-20 20 
Jul 
2022 

Critical CVE-2022-26136, CVE-
2022-26137, CVE-
2022-26138

Bamboo Server and Data 
Center
Bitbucket Server and Data 
Center
Confluence Server and 
Data Center
Crowd Server and Data 
Center
Fisheye and Crucible
Jira Server and Data Center
Jira Service Management 
Server and Data Center

Jira Security Advisory 2022-06-29 - Jira Mobile 29 
Jun 
2022 

High CVE-2022-26135 Jira:

Jira Core Server
Jira Software Server
Jira Software Data Center

Jira Service Management 
(JSM):

Jira Service Management 
Server
Jira Service Management 
Data Center

Confluence Security Advisory 2022-06-02 02 
Jun 
2022 

Critical CVE-2022-26134
Confluence Server
Confluence Data Center

Jira Server and Data Center Security Advisory - 2022-
04-20

20 
Apr 
2022 

Critical CVE-2022-0540
Jira Core Server
Jira Software Server
Jira Software Data Center
Jira Service Management 
Server
Jira Service Management 
Data Center

Multiple Products Security Advisory - 2022-03-24 24 
Mar 
2022 

Critical CVE-2016-10750
Bitbucket Data Center
Confluence Data Center
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Bitbucket Security Advisory - 2021-12-16 16 
Dec 
2021 

Critical CVE-2021-44228, CVE-
2021-45046, CVE-
2021-45105

Bitbucket Data Center and 
Server

Multiple Products Security Advisory - 2021-12-13 13 
Dec 
2021 

Low CVE-2021-44228, CVE-
2021-45046, CVE-
2021-45105

Bamboo Data Center and 
Server
Confluence Data Center 
and Server
Confluence Cloud
Bitbucket Cloud
Crowd Data Center and 
Server
Crucible
Fisheye
Jira Service Management 
Data Center and Server 
Jira Service Management 
Cloud
Jira Software Data Center 
and Server (including Jira 
Core)
Jira Software Cloud
Jira Work Management

Multiple Products Security Advisory - 2021-11-01 01 
Nov 
2021 

High CVE-2021-42574
Bamboo Server and Data 
Center
Bitbucket Server and Data 
Center
Confluence Server and 
Data Center
Crucible
Fisheye
Jira Service Management 
Server and Data Center 
(and Insight Asset 
Management app)
Jira Software Server and 
Data Center (including Jira 
Core)
Jira and Confluence Server 
mobile apps

Jira Service Management Security Advisory - 2021-
10-20

20 
Oct 
2021 

Critical  
Insight - Asset Management 
app
Jira Service Management 
Data Center
Jira Service Management 
Cloud customers are not 
affected.

Confluence Security Advisory - 2021-08-25 25 
Aug 
2021 

Critical  
Confluence Server
Confluence Data Center

3rd party vendors

Security Advisories regarding Marketplace Apps

Title Date Vulnerability CVE Vendor Base product

Kantega SSO Enterprise - 2023-11-
08

08 Nov 
2023  

Critical   Kantega Jira / Confluence / 
Bitbucket / Bamboo

Capture for Jira - 2021-12-20 20 Dec 
2021  

Critical CVE-
2021-
44228

Smartbear Jira
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Zephyr Squad - 2021-12-20 20 Dec 
2021  

Critical CVE-
2021-
44228

Smartbear Jira

PTC & STC Insight Extension - 2021-
12-20

20 Dec 
2021  

Critical CVE-
2021-
44228

EPS Confluence

Linchpin Intranet Suite & Linchpin 
Essentials - 2021-09-09

09 
Sept 
2021  

High   //SEIBERT/MEDIA Confluence

SAML Single Sign On (by resolution) 
- 2021-08-12

12 Aug 
2021
  

Critical   resolution Reichert 
Network Solutions GmbH

Jira, Confluence, 
Bitbucket, Bamboo, 
Fisheye

SAML Single Sign On (by resolution) 
- 2021-07-29

29 Jul 
2021
  

Critical   resolution Reichert 
Network Solutions GmbH

Jira, Confluence, 
Bitbucket, Bamboo, 
Fisheye

Jira Server for Slack (Official) - 2021-
02-17

17 Feb 
2021  

Critical   Atlassian Jira

Metadata for Confluence - 2020-11-
19

19 Nov 
2020  

Medium   Communardo Products 
GmbH

Confluence

Email This Issue - 2020-02-18 18 Feb 
2020  

Critical   META-INF KFT Jira

Other

Security Advisories by bitvoodoo

Title Date Vulnerability CVE Product

Log4Shell - bitvoodoo Security Advisory - 
2021-12-13

13 Dec 
2021  

Critical CVE-2021-44228, CVE-2021-45046, CVE-
2021-45105 Apache 

Log4j 2

Log4Shell - bitvoodoo apps - 2021-12-13 13 Dec 
2021  

Not 
applicable 

CVE-2021-44228, CVE-2021-45046, CVE-
2021-45105 Apache 

Log4j 2
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